ARP and RARP




A

 ARP Package

* RARP




The hosts and routers are recognized at the network
level by their logical addresses

Logical Addresses

*A logical address is an internet address
* Called a logical address because it is usually

implemented in software.
* The logical addresses in the TCP/IP are called
IP address and are 32 bits long




Physical Address

However, hosts/routers are recognized at the physical
layer by their physical address

A physical address is an local address
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Example:
48-bit MAC (Media Access Control) addresses in

Ethernet




Translation

 We need both the physical address and the
logical address for packet delivery
* Thus, we need to be able to map a logical

address to its corresponding physical address
and vice versa

e Solutions:
Static mapping
A Dynamic mapping




Create a table that associates a logical address with a
physical address and store in each machine

However, physical addresses may change

A machine could change its NIC resulting in a new
physical address

In some LANs the physical address changes every time
the computer is turned on

A mobile station can move from one physical network
to another, resulting in a change in its physical address



* Use a protocol to find another address
. Address Resolution Protocol
Map a logical address to a physical address
: Reverse Address Resolution Protocol

Map a physical address to a logical address







Position of ARP and RARP
in TCP/IP Protocol Suite

Network
layer
















ARP Packet



JHTYPE



JPTYPE

JHLEN



JPLEN

JOPER



LISHA

ISPA



THA

This field is all Os
JTPA






Physical destination address is” broadcast address”






Four Cases to Use ARP

* Case 1:
The sender is a host and wants to send a
packet to another host on the same network
Use ARP to find another host’s physical address



e Case2:
The sender is a host and wants to send a
packet to another host on another network



» Sender looks at its routing table

» Find the IP address of the next hop (router)
for this destination

» Use ARP to find the router’s physical address



* Case 3:
the sender is a router and received a datagram
destined for a host on another network
» Router check its routing table
» Find the IP address of the next router
» Use ARP to find the next router’s physical address



e Case4:
the sender is a router that has received a

datagram destined for a host in the same
network

Use ARP to find this host’s physical address



JA host with IP address 130.23.43.20 and
physical address 0xB2:34:55:10:22:10

1 Another host with IP address 130.23.43.25
and physical address OxA4:6E:F4:59:83:AB.

] The two hosts are on the same Ethernet
Network

** Show the ARP request and reply packets
encapsulated in Ethernet frames




Solution

Request:



reply:



examples



A router with IPv4 address (125.45.23.12 ) and Ethernet
physical address 23:45: AB: 4F : 67: CD

has received a packet for a host destination with IP
address (125.11.78.10). Show the entries in the ARP
request packet sent by the router. Assume no sub-netting

0x0001 0x0800
0x06 0x04 0x0001
0x2345AB4F
0x67CD 0x7B2D (125.45)
0x170C (23.12) 0x0000
0x00000000

O0x7BOD4EOA (125.11.78.10)




0x0001 0x0800
0x06 Ox04 0x0001
0x2345AB4F
0x67CD 0x7B2D (125.45)

0x170C (23.12)

0x0000

0x00000000

0x7BOD4E0A (125.11.78.10)






















Example



Example 2.3






